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Enigma ® E2 Crypto Mobile Phone 

Functional and Technical White Paper

Vers. 1.0

Rev. B
Date.  November 2011       

This document is for evaluation purposes only. It is confidential and not for distribution into the public domain. This document may not be released to third parties without prior written consent by I.P.S. (Overseas) Ltd. No warranty is given for the suitability of the contents described herein for any purpose other than demonstrating functional operation. The information contained in this document is subject to change without notice.

INTRODUCTION 

Lighter, faster, thinner and more powerful, Intsec is proud to announce the next generation of secure mobile phones – E2.  The successor to Enigma maintains the cutting edge security with new elegant styling, large clear colour display, advanced phone book, e-mail, web browser all using GPRS connectivity.

WHY YOU NEED A MOBILE WITH VOICE ENCRYPTION INDEPENDENT OF GSM NETWORK! 

We live in a world that is not only highly mobile but that is also a world of mobiles. By the time most individuals reach adulthood they probably have three or more devices capable of running every aspect of their lives from anywhere in the world.    GSM is the world’s most prolific telecommunication system. 722 network operators in 215 countries covering the world and serving more than four billion customers globally – and it is still growing. It took over a century for fixed line telephony to exceed one billion customers. GSM did it in less than 12 years and today more people in the world have access to GSM services than to fresh running water.

In every part of life, communicating by mobile phone has become a necessity. Users exchange via public networks all manner of confidential and sensitive data about their businesses, their lives, their health, matters of state, matters of life and death.  All unaware of how this information is handled once it leaves their phone. Users believe that their information is kept confidential and protected against interception. This trust is a dangerous misperception.

Monitoring and eavesdropping is as old as telephony itself. Wiretapping of the participant circuit in the main dispatcher centre or the physical line was enough for decades. The invention of the GSM-mobile radio networks made further technological steps necessary: Monitoring became an integral component of the switching technology, and regulations and directives have been developed by national authorities to handle this. Lawful Interception, meaning the monitoring of telecommunication networks, is required practically in every country and is a requirement for the licensing of network operators. There can be little doubt that the security of the GSM system was artificially weakened in design. We have to face the problem of handling these security risks to which GSM users - private, industrial and governmental - are exposed.
Modern GSM interception devices with concurrent detection, observation and content analysis, open source projects and GSM cracking, represent a very high potential threat mostly because current monitoring is not detectable. The relationship between price and the complexity of interception equipment is diminishing. In short - unlawful interception is becoming cheaper and easier. 

Attacks on GSM Infrastructure 

If an adversary can gain access to the network provider's technical facilities (lines, switching exchanges, base stations) he will then be able to listen into your conversations. This applies to connections in both the mobile communication network as well as the landline network. Micro-wave links, on which transmission is normally carried unencrypted, can be intercepted with only a moderate amount of technical effort. 

If the calls are connected over line-connected paths from the base station to the mobile switching centre ( MSC) , a physical attack on the cable paths is necessary providing the possibility of detection or at least some evidence of the attack . If a base station is connected to the switching node over an unencrypted micro-wave link, as is normally the case, it is possible to intercept and tap these radio signals unnoticed using antennae and special receivers. The threat is all the greater if all phone calls for the connected base station are transmitted over these micro-wave links. 

Risks to the Over-The-Air  interface between Mobile Device and GSM – Network       

GSM-security mechanisms offer no dependable protection of the information transmitted over-the-air interface. In GSM networks only the mobile terminal has to identify itself to the mobile radio network, authentication of the mobile radio network to the terminal is simply not present. This weak spot allows "Man-in-the-Middle" attacks under use of a so-called mobile “IMSI – Catcher” having the ability to deactivate GSM-system encryption. Since the invention of “IMSI-Catcher” in the early 90´s there has been significant technical progress in the field GSM eavesdropping

It is noteworthy at this point to mention several key attributes of modern GSM monitoring systems, which exploit the vulnerabilities of GSM security.
New Generations of semi- active GSM interception systems combine the functionality of active and passive devices. They are intended for from-the-air reception, recording, decrypting and decoding voice and SMS communication sessions in GSM networks. They all have the capability of listening and viewing the intercepted information. These systems are able to work in all GSM networks in a transparent and undetectable manner and are all capable of deciphering  A5.2 and A5.1 GSM security encryption in real-time.  

As if this were not enough.  They gather intelligence information even when the target is not using the mobile phone , tactical mobile monitoring  of the conversation while the target is travelling ,target detection and location , manipulating  mobile phone features and automatic detection of SIM replacement are only some of the highlights that these systems are able to offer.  They offer a probability of interception nearing hundred percent with no loss of calls.

Finally, as if this really were not enough! Most networks during their busy times will switch off what little encryption they use to eliminate network workload. This is simply to ensure that as many calls as possible can be made successfully.  This can be seen as taking care of customer’s needs and as standard GSM encryption has little or no chance of preventing eavesdropping this fact only serves to demonstrate how difficult it is for networks to combat this problem.  

Clearly all secrecy is lost. Through this, the confidentiality and integrity of any and all data transmitted over the GSM-radio interface is endangered. Even in modern 3G installations, because the mobile communication standard UMTS allows a “fall back” of the communication to GSM infrastructure, the use of UMTS capable terminals offers no protection against such attacks on the air interface. (“UMTS – blocking” )

There are many well documented attack methods against the GSM standard and its encryption algorithms. Not only on a laboratory or a network operator level, but also on a practical sometime portable level, fully equipped with passive, completely transparent and undetectable monitoring devices.

In summary; communication with GSM mobile phones is far from secure or free of manipulation.  Every aspect of mobile communication is open to unlawful attack.  
[image: image3.png]Quick Start Guide Personal hands-free
Enigma Handset

CD for User Guide
and USB drivers Security sim Card Main Charger

26B Micro SD Card



ITSEC: Security evaluation criteria for IT systems 
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Enigma E2 Keypad



	Frequency Allocation

	
	GSM-900
	DCS-1800
	PCS-1900

	Power Class
	4
	1
	1

	Max. Output Power
	33dBm(2Watts)
	30dBm(1Watts)
	30dBm(1Watts)

	Tx Freq. Range
	880.2 ~ 914.8Mhz
	1710.2 ~ 1784.8Mhz
	1850.2 ~ 1909.8Mhz

	Rx Freq. Range
	925.2  ~ 959.8Mhz
	1805.2 ~ 1879.8Mhz
	1930.2 ~ 1989.8Mhz


	Talk Time / Standby Time
	

	Talk Time
	Approximately  5 hour 

	Standby Time
	Approximately 180 hour 


	Talk Time and Standby Time: by Call Type by Power Level

	Type of calls
	Talk Time Max power
	Talk Time Level12(19dBm)
	Standby Time 

	GSM voice call
	3 hours 30 min
	7.5 hours
	180 hours        

	Crypto call
	2 hours 30 min
	5.5 hours
	180 hours


	Environmental Specification

	Normal Temperature:
	+15°C to +35°C 

	Operating Temperature:
	-10°C to +55°C 

	Charging Temperature:
	+0°C to +40°C 

	Normal Humidity Range:
	20 to 75% 

	Storage Temperature:
	-30°C to +70°C 


Enigma E2 SIM and network requirements for encrypted voice calls 

Enigma E2 uses GSM Circuit Switched Data transmission ( CSD ) . This means creating a connection that is end-to-end . The circuit remains open for the duration of the communication and a fixed share of network resource is tied up and will not be released until the connection is closed. The main advantage of circuit-switching is that it enables performance. 
GSM SIM Card subscription must include circuit switched data services under all roaming conditions as follows; Circuit Switched Data call is required to transfer user data between two mobiles. This means the ability to originate and terminate data calls between itself and another GSM mobile similarly equipped. 
The data call required from network is BEARER 26 with following mandatory options; 
Transparent mode. 
V110 intermediate rate. 
UDI. ( Unrestricted digital Information ) 
Data Compression not allowed. 
Some network operators may wish to provide a secondary telephone number to facilitate this data service. 

Standard Package

This device and associated firmware is protected by copyright law and international treaties.
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Enigma T301E   Encryption Features 


Strong hybrid End – to End -  Encryption


Enigma E2 is based on a Mediatek solution comprising tri-core processor  


Crypto functionality operates through a separate Crypto processor independent of the GSM part 


Total audio barrier between GSM and Crypto.  NO transmission of plain speech possible (not even by chance or operator error). 


Pre-compression speech encoding for superior speech quality. 


Well established Open protocol Encryption Standards employed, RSA,  AES, RIPEMD-160 


User Authentication by asymmetric RSA 1024bits, X509 v3 certificates ( located inside the smart card ). 


Smart Card provided by either Infineon or Phillips


Digital Signatures according to strict German Digital Signature Act, SigG. 


Uses  TeleSec  Netkey Cards as highly secure Crypto cards


Smart Card Certified to ITSEC Evaluation level E4, mechanical strength HIGH. 


Encryption module ITSEC Evaluation Level E3 (pending). 


Local management capability through authentication. (Blacklist, Whitelist, CUG groups ). 


Encrypted Key Exchange of symmetrical keys using 1024 bit RSA 


Voice Encryption: Symmetrical key, AES 256 bits. 


Unique AES session key generated for each call. Enigma devices negotiate the session key during transmission-path authentication


Full backward compatibility to previous Enigma versions. Enigma devices negotiate the highest encryption level possible based upon Enigma version during transmission-path authentication. 


Fast authentication time. 


Encrypted speech quality comparable with standard GSM calls. 


Negligible speech delay during crypto call. 


Encryption operation as simple as making standard GSM voice calls 
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Enigma E2 GSM Features


RF Characteristics 


GSM Tri-band 900/1800/1900 


Physical Parameters 


Weight: 94g 


Dimension: 116 x 50 x 14.65 mm 


Battery 


Type: Lithium Ion. ,Capacity: 930mAh


Organiser 


Calendar , Alarm ,World Clock ,Notes , Calculator, Unit Converter  Currency Converter, Stopwatch , Crypto management  , File Manager , eBook Reader


Multimedia


Camcorder, Image viewer, Video player, Photo editor, Audio player, Sound recorder, FM Radio 


Bluetooth


Enigma E2 supports the following Bluetooth profiles:  Headset , Hands -free ,Dial Up Networking (DUN), File Transfer Object Push, A2DP�For security reasons Enigma does not support encrypted calls via Bluetooth


Camera


CMOS  , Resolution: 3.0 Megapixel  , Fast Zoom


SIM Application Toolkit  Class 1 , 2 , 3


Overview Security Module Features





Encryption. Algorithms 	AES-256bit


Authentication algorithms & key exchange     	RSA-1024 bit


Authorization algorithms 	Blacklist/ WhiteList /CUGlist


Hashing algorithms 	RIPEMD-160


Digital Certificates 	X509v3


Transportation Data formats                                   	V110


Crypto Cards compatibility                                      	TeleSec Netkey Cards


Compression Speech Format                                  AMBE-3000





User Inferface Features 	                                    Local Management, User Black list,


                                                                                      Communicating partner Certificate ID


                                                                                      display in Call records and In Call Screen.





 




















Interface connectors








3.5φ Personal Hands free jack


 


USB Type Micro 5 pin connector for charging and PC synch and utilities 





One GSM SIM card connector under battery cover  for GSM access 





One Net Key card connector under battery cover for Voice Encryption system 





Micro SD card slot. For Music , pictures and application data
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